POCCHUUCKASI OEJIEPALIAA
XaHThl-MaHCcHHCKHIT aBTOHOMHbBIH OKpYT
Tiomenckast obsiacThb
MAY «PETMOHAJIbHBII MCTOPI/IKO-KYJ]bTYPHbm |/
IKOJOTMYECKHIT LEHTP»
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«03» nexabps 20251,

YyUYCHHH CUTHAJIOB «becnuyioTHAA 0onacHoOCTb»?,

O nopsiake NeUCTBMI COTPYIHHMKOB IPH 110
ay MAY «OKOLUEHTP».

«Yrpo3a araky 6eCIUMIOTHHK

CMOTPEHHOTO ITYHKTOM 2.5. mpoToKonia 3acefaHHd
MaHcHiickoro aBTOHOMHOTO OKpyra = IOrpst
eckoii Komuccuu ropofa Mernosa oT 30.11.2025

Bo WHCHOJHEHUE DELIeHUs, Mpeay
AHTHTEPPOPHCTHYIECKOH KOMHMCCHH XaHThI-
or 21.10.2025 Nel137, nucbMa aHTHTEPPOPUCTHH

Nel12/870

[TpuKka3piBato

[MIO O MOpSAKE NEUCTBHA JIeMCTBHI COTPYIHHKOB ITpH [I0JTy4YCHUH
Vrposa aTaku 6eCIHIOTHHKA) (IpusoxeHue 1).

(huIaKTUKE (LLlamumoBoii A.C.) NOBECTH nHdopMaluIo
eM CpeICcTB MacCOBOH uHopMaluu

1.YTBepauTh HHCTPYK
curuaoB «becluIoTHasA ONIaCHOCTBY, «
2. CreMaicTy 10 MOXapHO# 1po
10 coTpynHHKOB MAY «OKOLEHTp» € UCIIONB30BaHHU
(Tenerpamm). Cpox 10 05.12.2025r.
3.Pa3MecTHTh Y4EHOMY CEKPET
coTpymuuKoB MAY «IKOUEHTP» TPH MoJTy4e
arakd  OECHHJOTHHKa»  Ha opHIHaATBHON

https://vk.com/ecocentr_megion YUpEXKACHHS.
4 KoHTponb 3a HCIIONHEHHEM Ipukasa BO3JIOXKHUT

Junxosckyto E.H.

apio (I'aBpuI0BO# A.B) HHCTPYKIHIO O HopsIKe JeHCTBHH
HUM CUTHAJIOB «BeCIIMIOTHAS OIACHOCTBY, «YTpo3a
CTpaHHULIE https://ecocentr-megion.ru/,

b Ha 3aMECTUTENId IOUpeKTopa -

JupexTop I'anus P.b

C npuKa3oM O3HAKOMJIEHBI:
Jlnnkosckas E.H.é s
Llanumosa A.C. /%
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HHCTPYKLHSA

0 nopsake AercTBHil coTpyanukoB MAY «IkoueHTp» MpH MoJly4eHHH CHIHAJIOB
«becnua0THAs OMACHOCTBY, «YTP03a aTAKH 0eCIHIOTHHKA)

1. IIpu noayyennn curnana «bECIIMJIOTHAA OITACHOCTb»:

CnpaBo4Ho:
JlaHHBIN CUIHAJ 03HAYAET, YTO B COCEAHUX CyObekTax Poccun oGHapykeHsl O€CITHIOTHbIE

BO3/IyIIHBIE CyJHA'.

B cOOTBETCTBHH C M0y YEHHBIM CUTHATIOM PETHOHATBHBIMU M MyHHLHNIAIbHBIMH OpraHaMH
BIACTH, a TaKXKe CUIOBbIMH cTpykTypamu Bbimonssiorcs IPEAYINPEIAUTEJIbHBIE
MEpOIPHUSATHS, U3 HUX:

-yCHJIMBAETCS KOHTPOJIb 32 BO3IYIIHBIM IPOCTPAHCTBOM;

-BBOJUTCS OrPaHHYEHHE MOOHILHOIO HHTEPHETA;

-B PErHMOHANBbHBIX W MyHuuunanbHeiX CMM, TOpProBbIX LEHTpaX M MHBIX MeCTax C
MacCoBbIM IpeOblBaHHEM JIONEH aKTUBU3MUPYETCS pasMEIUEHHE HHpOpMaluH O TOPAIKeE
IEWCTBUH IpakIaH PH MOCTYIUIEHHH CUrHajla «BeCHIOTHas OMacHOCThY.

IIpu nomyuenun curiana HEOBXOANUMO:

-YTOYHUTh MECTOHAXOXIEHHE pOIACTBEHHHKOB, 3a0JIarOBPEMEHHO OIPENEUTE MECTO
BCTpEYH;

-IIPOBEPUTH HATUYKE JOKyMEHTOB, IIOATBEPKAAIOIIUX JTHYHOCTD, TOTOBHOCTD «TPEBOXKHBIX
4YEeMOJaHOBY» U T.A.

-3a0/1arOBPEMEHHO ONPENENIUTh MECTa BO3MOXXHOI'O YKPBITHS.

2. Ilpu ooHapy:keHHnH JeTtamero BBC

HEOBXOJIMMO oneparuBHo coobmuts B MBJI] roponaMernona (tenedon 102) wnu
Equnyro nexypHO-AUCIeTYepCeKyto cinyx0Oy r.Meruona (tenedon 112):

-(aMIIIHIO, UM, OTYECTBO;

-BpeMsi 1 MecTo obHapyxenus bBC; konuuecTBo annmapaToB M UX THI (CaMOJIETHBIN HIIH
KBaJ[POKOIITEPHBIH);

-IpUMEPHOE HalNpaB/IEHHE M BBICOTY IOJIETA (HApUMEp: HalpaBlICHWE Ha CEBEp, BBICOTA
MeTpoB 50, IETUT B CTOPOHY OOBEKTA HIIM HACENIEHHOTO IYHKTa), a TAKXKE XapakKTep MOBEACHHS
BBC (3aBucanue, 6appaxupoBaHHE HaJl 0OBEKTOM H T.11.);

-MHYIO BXXHYIO HH(pOpMalHIO KOTopoi Bel Bnaneete.

3. B cayvae oc/10kHEeHHS 00CTAHOBKH /10 HACEJIEHHS IOBOAMTCH CHTHAJ
«YI'PO3A ATAKH BECITHJIOTHUKA».

CnpaBo4Ho:
JlaHHBIH cUrHaI O3Ha4aeT, 4TO BO3HUKIIA pealibHas yrpo3a ataku bBC.

B cooTBeTCTBHY € I10JIyYEeHHBIM CUTHAJIOM PETMOHAIBHBIMU U MYHULIMIIAJIBHBIMH OpraHaMK
BJIACTH, a Taroke CUIIOBbIMU cTpykTypaMu BbIONHs0TCS [IPAKTUYECKHUE Meponpusarus, u3
HUX:

! Nanee — BBC.
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-B PErHOHANbHBLIX M MyHuuMnaabHbix CMM, TOproBbix weHTpax © HHBIX MecTax
¢ MQcCOBBIM TIpeObIBaHHEM JIt0/IcH pasMeriaeTcst HH(opMAaLHs O MOpsiIKe AHCTBUH rpakaaH npu
BO3HHKHOBEHHH pealibHol yrpo3sbl arakd BBC;

-TPRKIAHE CIENYIOT B Gmkaifige yKpbITHS M HAaXOIATCA Tam JIO MOJy4eHHs CHrHaia
«OTBOHU BECITIUWJIOTHOHU OITACHOCTH».

Mpu nonyuenun curnana HEOBXOAUMO:

3.1.IIpu HaxoxIeHHH Ha pabore:

-OTK/TIOYMTH HAPY)XHOE€ M BHYTPEHHEE OCBELIEHHE, 33 HCKIIIOYCHHE
MAacCKMPOBOYHOTO OCBEIIECHUS (TIpH HaJIMYKH);

-eCIM TNIEPCOHAJl HE MOXKET MOKHHYTb pabodyee MECT!
JIeSTENBHOCTH, TO HEOOXOMMMO 3aHATH MaKCHMalIbHO O€30MacHOe MECTO (mopasple OT OKOHHBIX
IPOEMOB, TaM, TI€ HauOobIIAas TOJNIHMHA CTEH HIH NEepPEKPBITHH U T.1.).

Bo Bpemsi peajbHO#l yrpo3sl aTaku 0eCHHIOTHHKA 3AINNPELHIAETCS nmoaxoauTek K

OKHAaM (0CKOJIKH CTeKJIa MOTYT NOPAHHTh) H M0JIb30BaThCs andrToM.

M CBETHJIBHHKOB

0 B CBS3H CO CIENUPHUKOH ero

3.2.IIpu HaxoKAeHHH B aBTOMOOH.Ie HIH 001eCTBEHHOM TPAHCIOpTE:

-HEeMEUICHHO OCTAHOBHTE aBTOMOGHIIb (IIONMPOCHTE BOXUTES OOLIECTBEHHOrO TPaHCIIopTa
OCTaHOBHUTb €T0);

-HOKMHBTE aBTOMOOWIb (OOLIECTBEHHBI TPAHCNOPT) H npocnenyiite B Omnkaiimee
yKpbITHE (MOABAJIBI U IOKOJIBHBIE ITAXH XKHIBIX JIOMOB, KalHTaIbHBIX 31aHMil B COOpPYXKEHHH,
[O3eEMHBIEC ITIE€PEXONbl, MapKUHTH, a MpH HMX OTCYTCTBMH ECTECTBEHHBIC H HCKYCCTBEHHEBIE
YITy6GneHus Ha MECTHOCTH (TpaHIIIeH, KaHaBbl, OBPAry, SMbI) WM GOJIBIINE JEPEBDS).

3.3.IIpu HAXO0KAEHUH 0Ma:

-[IEPEKPBITH a3, BOLY, OTKIIIOYHTE IEKTPHICCTBO;

-IJIOTHO 3aKphITh OKHA, ABEPH, BEHTH/ILIHOHHBIE H IPYTHE OTBEPCTH,

-B3STH C cOGOH JHMYHBIE JOKYMEHTHI, I€HBTH (0 BO3MOXHOCTH J€PXaTh B TOTOBHOCTH
«TPEBOYXHBIH YEMONAHIUK», KOTOPBIH JOJDKEH OBITH YKOMIUIEKTOBAH alTeUYKOH ¢ HEOOXOAMMBIMH
JIeKapCTBAaMH, 3aI1acOM BOJIBI ¥ IPOIYKTOB MHTAHUL, OJHOPA30BOM MOCYNOH, CPEACTBAMHU JIMYHON
[UTHEHB], Bemamu (HkHee Oesbe, HOCKH, Teruias onmexna), GOHApPUKOM C 3armacoM Oarapeexk,
CIIMYKAMH, Ta30BBIMH 3a)KMI'aJIKaMH, IEPOUHHHBIM (yHHBEPCATBHBIM) HOXKOM, HUTKAMH, HTOJIKOH,
HOKHUI[AMH, CPEACTBAMH CBSI3H, C 3apSAHBIMH yCTpOMCTBaMH ¥ CMEHHBIMH JIEMEHTaMHU [THTaHHA
HT.O.);

-IpeIyTpeIUTh COCEEH, BAPYT OHH HE yCIIbIIIani CHIHATL;

-0Ka3aTh TOMOIIb OOJIBHEIM, AETAM, HHBATHIAM, IPECTAPEIIBIM,;

~CIIyCTHTBCS Ha HIDKHHUE 3TaXXH, B I10/BaJl, TapKUHL, norped u T.1.

4. IIpn BHe3anHoM npuMeHeHun nporuBHukoM BBC (nagennn BBC)
HEOBXOIUMO:
Veblas XapaKTEpHBIH 3BYK JIETAIIETO OECIHIOTHAKA (B 3aBHCHMOCTH OT JIBUTaTeJIs 3ByK
BBC 6yzeT 0T XyXOKaHHS 10 3ByKa Ta30HOKOCHIIKH HIIH MoIlenia) HeoOXOAUMO He IMaHHKOBAaTh
¥l COXPAHATh CIIOKONUCTBHE, 3aHTH B OJDKaiIIee 31aHKE, 1160 BBIOpATh HHOE MECTO IJISL YKPBITHS,
-uadopMmaumio o Mecte najenus BBC coobmuts B MBJ] .Mernona (renedon — 102) unu

EQMHYIO NeKypHO-IMCIIETYEPCKYIO Ciyx0y .Mernona (tenepox — 112);

Hu B KoeM ciiydae He fAeJaliTe H He pacnpocTpaHsiiTe GoTO H BHAEOMATEPHAIBI aTakd
BBC B conMaabHBIX CeTAX H MECCEH/IKePaxX — 3TO MOKET OMOYb NPOTUBHHKY BBINOJHATH
KOPPEKTHPOBKY H NOBTOPHTD aTaKy.
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JLst DKCTPEHHOT0 YKPBITHH MOI'YT HCI0/Ib30BATHCH:

-MOABATBl M LOKOJIBHBIC ITAXKH HKHIIBIX JOMOB, KANHTAIBHBIX 3iaHHH
NOABEMHBIEC NEPEXO/bI, TAPKHHIH}

-NepBBIE ITAKH MOJABE3NOB MHOTOKBAPTHPHBIX IKHII

B 3AHMSAX, KBAPTHPAX HKUJIbIX 10MOB (Kopuzop, TamOyp, BaHHas KOMHAT

HET OKOH).

H COOpYKEHHH,

bIX JIOMOB, BHYTPEHHHC MoMeEUICHHUA
a, UHbIE [IOMELUEHHSA, TIE

Ecau npu atake BBC Bbl HaxoauTech HA OTKPbITO MECTHOCTH:
-HEOOXOIMMO CPOYHO HCKaTh GmKaiilMe yKpbITHs, B TOM YHCIIC B BHJIE €CTECTBEHHBIX H
HCKYCCTBEHHBIX yrayOneHuil Ha MECTHOCTH (TpaHLues, KaHaBa, OBpal gma) Wi OOJbLIHE

Tb pOT (UTOOBI

IepeBbs;
b TOJIOBY pyKaMH M IIPHOTKDDI
HO OTKaruTeCh

-IIpY B3pbIBE Cpa3y Jie4b Ha 3eMJIIO, 3aKpbIT
ypoBHsTH naBienue). He HOJHHUMANTECh [OCIIE NIEPBOro B3phIBa, Jyd4ine akKypar

WJIH OTIIOJI3UTE B CTOPOHY,
-u36eraiiTe GOJBIIOTO CKOIIEHHUS JIFONCH.

B aBTOMOOHJI€ HJIH 001 ecTBEHHOM

Ecau npu arake BBC Bpl HaxoauTeCh

TPAaHCIIOPTE:
3 30HBI aTaky, a HaO60pOT MaKCUMaJIbHO GBICTpO OCTaHOBHTECH;

-He IpITaiTeCh yexXaTk U
araxu BBC, oToHauTe (OTTIOT3UTE)

-noKHAaiTe MalluHy C TIPOTHBOINOJIOXKHOH CTOPOHBI

OT MallMHbI KaK MOXXHO JaJIBIIE;

-UINUTE omxanIe yKpbITHSA (HOLIBZUILI U 1IOKOJIBHBIC 3TAXKH JKHJIBIX JTOMOB, KanuTaJIbHbBIX
3}IaHHﬁ u COOPY)K(CHHI;’I, noa3eMHBIE IEpEXOAbL, MMapKUHTH, a npu UX OTCYTCTBHH eCTECTBEHHBIE U
HMCKYCCTBEHHBIC er'IY6JIeHI/I$I Ha MECTHOCTH (TpaHLI_ICH, KaHaBbl, OBparu, ﬂMLI) und OoJbIINe

JIepeBbs).

Ecju npy aTake BBC Bbl HaxoauTech ioMa:

a HUKHUE STKH;
don, paguo Ha GarapeiKax, ¢doHapuK, BOLY,

-II0 BO3MO>XXHOCTH CIIyCTUTBCS H
-BO3BMHTE C coboii JIMYHBIE JOKYMEHTBI, TECIIE

MEIUIIMHCKYIO alnTeyKy,
-BBI6€pI/ITC KOMHary, KoTropas He MMeeT OKOH — 3TO BaHHai, KJIafoBasi, KOpUIOp, TyaJl€T

(4em GoabLIe TOTIHHA cTeH, TeM Bblme Bama 6e30MaCHOCTD);
-ecJId B JIOM€ €CTb ITOJBaJl HIIH niorpe6, CIlyCTHTECH BHH3, ECIIA B IOME HET mozBaja — TO Ha

HYDKHEE STKH, B TAPKUHT; YeM HIDKE — TEM JIyHIlIe.
Bo Bpemsi aTaku OecnuI0THHKA 3AIIPEIAETCS noaxoauts K OKHam (OCKOJIKH

cTeKJIa MOryT nopamnb) H 10J1530BAThCSI JIH(l)TOM.

5. [Ipu nocajxe (NaxeHUH) BBC 3AIIPEHIEHO:
-IOIXOIUTH K OOJOMKAaM H He Tporarb HX. OHH MOryT OBITH SOOBUTBIMH HJIH
B3PBIBOOIIACHBIMH;

-MCITOJIb30BaTh PaliOCBI3b, MOOHIBLHBLH Tee(OH H yCTPOHCTBA C GPS-naBuranuei.

5. Y10 ge1aTh IOCJIC OKOHYAHUS ATAKH BBC:
cMOTpuTe cebe MO HOTH;

-HCpCIIBIdI‘&fITCCI: OCTOpPOXHO H BHHUMATEJIBHO,
-HE HO,IIHI/IMaﬁTC C 3eMJIM HUKaKUX HE3HAKOMBIX NpeaIMETOB,

-CMOTpHTE 3a JETbMH, IE€PXKUTE X IIPH cebe.




